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Content warning

This course will mention physical and psychological violence, as well as
pornography (no explicit depictions).
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You and |

Me: You:
1. research engineer at CEA LIST, 1. master students
PhD in computer science 2. future practitioniers of
2. wants to explore the topics of machine learning as designers
safe Al for industries and 3. citizens
citizens
3. citizen
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Our goal for this course

Me: You:
1. disseminate my work 1. acquire technical knowledge
2. spark interest on my research on deep learning limitations
topic 2. grasp a first glance on societal

impact of deep learning

software

3. be more informed if, and how,
deploy ML programs
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How will this session go

| will speak for most of the time, however feel free to interrupt me if you wish.

| will ask you some questions during the course (it’s no exam, just to ensure

some level of interaction)
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Color code

Example definition

When those are on, those are formal definitions important to grasp

Example question

When those are on, it is an open question for you. No wrong answers, just
interactions. You can type on the chat if you want.
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Opening questions

+ In 2012, AlexNet paper went out, marking the opening of the "Third
Al Spring”. Ten years later, here we are. Considering what you saw on
previous courses, can you describe what you think of the evolution of
the field?

« Considering your background, you may have chosen a lot of different
studies. Can you mention one thing that motivated you to sign for

this Al course?
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We will discuss now some of the most prominent frailties in modern machine

learning.

1. "bugs” implies the existence of a fix; most of the phenomena
described here cannot be fixed without seriously impacting the

program’s performance

2. 7exploits” assumes an attacker; a malicious intend is not needed to

trigger those behaviours
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+ audio: https://youtu.be/Ho5jLKfoKSA?t=530
« video: https://youtu.be/MIbFvK259g8?t=20

Classifier Output

perturbation Ostrich H‘
B

Several modalities of human perception can be abused
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Technical frailties of ML programs

Formal definition

Let &, be an input space, let &), be an output

space, let f : 9, — QZy be a neural network, v C2
and let £ € 9, = {x : |x — x|, < €{ be a set of ISPCLLLLIS |
X p ’ & =
. ’Q. A\ J IS
perturbation (threat model): : ’Y".‘
. N\, .: 1 ‘...“'
Adversarial example x+€ 3 y+e
0 . .0’. E\\\\
An adversarial example is a sample x,4,, o S
ds I C1

Xqdv € 2 and f(x) * f(xadv) g
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Adversarial examples - How to craft an example ?

Theoretical formulation [CW16]

Given a sample x; € REPY minimize |x — x0||f) such that f(x) = f(xg)
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Adversarial examples - How to craft an example ?

Theoretical formulation [CW16]

Given a sample x; € REPY minimize |x — x0||f) such that f(x) = f(xg)

Prohibitively difficult to solve (need to go through the whole input space)!
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Adversarial examples - How to craft an example ?

Let Vi be the gradient operator for variable x;, and let £ (6, xy, y) be the loss
value of a neural network for parameters 6, a sample x, € R*/*" and its ground

true label y.

Fast Gradient Sign Method (FGSM)[GSS14]

Given a sample x; € ROPW oy = xp — & * sign(Vy, Z(0, xp, y))

Simple approach and fast, but not optimal (¢ is not optimized)
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Adversarial examples - How to craft an example ?

Projected Gradient Descent (PGD)[Mad+17]

]chhxw

Given a sample x; € , the least likely class for x; yy, a clip operator I,

iteratively build x with
1. x% = X
2. XM = xF + TI(e  sign(V,, Z(6, X, 1))

Number of iteration is the result of parameter search

More accurate than FGSM for moderate additional cost
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All of those attacks require gradients

The attacker needs to have direct access to gradients
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How to craft an attack without gradient?

ROV o perturbation 9, a distance metric (usually a norm)

Given a sample x; €
9, a target label t:

Carlini & Wagner attack[CW16]

minimize 2 (x, x + 8) such that

CxHxW

x+0€[0,1] ,argmax f(x+93) =t
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How to craft an attack without gradient?

Given a sample x; € ROV 4 perturbation §, a distance metric (usually a norm)

D, a target label t:

Carlini & Wagner attack[CW16]

minimize D (x, x + 8) + ¢ * F(x + 8) such that
x+8 e [0, 1]HW
where ¢ € R and F a well chosen function using only logits

Considered the most efficient attack, but costly (optimization steps)
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Adversarial examples are transferable [PMG16]

X=X +0 —-> ) x,=x(;+5—>

Z(%0,0, o)

X0 —> - Y X0 —>
0

Black box setting

White box setting
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Adversarial examples - Taxonomy of attacks

1. White-box attacks require access to parameters (computing loss or

gradients)

2. Black-box attacks only require to be able to compute the outputs

A possible approach is to learn a white-box model using a black-box as an oracle,
then produce adversarial examples on it
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Some theoretical insights

1. first explanation were considering the piecewise linearity as a possible
explanation [GSS14]

2. more recent work revealed the possible example of "robust” and
“non-robust” features, optimized by neural networks [lly+19], or link the

behaviour of adversarial robustness and noise robustness[For+19]

No clear consensus
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Mitigations - Adversarial Training

Adversarial training [Mad+17]

1. find & such that the loss is high

2. minimize average likelihood of the "adversarial loss” 7

mein max E(, ) [7(6, x + 8, y)]

Empirically boost robustness, but only on known attacks
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Mitigation: Formal Method robustness assessment

Problem: high input dimensions and number of variables makes test alone
prohibitively difficult
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Mitigation: Formal Method robustness assessment

Problem: high input dimensions and number of variables makes test alone

prohibitively difficult

Use methods to compute sets instead of numbers to obtain formal guarantees on
net’s behaviour [SG19; Kat+19; Gir+21] (we are hiring!)

Concrete

Semantics /Be (Ii_' Conv FC No(Be(z))
1O '
A
Abstract ! ) 4
st p it Lt q e D

Interpretation
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Wrapping things up for adversarial examples

« multiple modalities

« no absolute defense without huge costs on accuracy

Can be seen as an instanciation of the "value alignment problem”[Wor15]
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It does not stop there!

We saw frailties coming from the learning phase
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It does not stop there!

We saw frailties coming from the learning phase

But there are other!
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Sensitive data

{73 UAssurance
AJ Maladie

Agir ensemble, protéger chacun

Healthcare

Military assets Private information (w.r.t. GDPR)
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The problem of dataset privacy

Let I, be a dataset with sensitive data, 9, be a dataset on operational data,

be a logit space.

Dataset privacy

Given a network f : 9, — 9 trained on I, how to measure the amount

of retrievable data from 9 when only given access to 9,?
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Membership inference

Operational dataset ;’ Sensitive dataset

g 0

C Yes, x is a member of I
—>,(](X0, 0, y())

et

QUERY: is x, member of Z?

X0 —

No, x is not a member of Z;
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Membership inference - Why does it work?

« overfitting on training data is commonplace

« overfitting result in small variability on logits values between samples from
train and test
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Membership inference - Why does it work?

« overfitting on training data is commonplace

« overfitting result in small variability on logits values between samples from
train and test

A classification pipeline trained on those logits differences [Sho+17] or labels
only[Cho+21] can be queried to check if a sample belongs to 9

26/76



Technical frailties of ML programs Societal frailties of ML programs

Membership inference - variants

Distillate knowledge of a black-box dataset on a white-box, allowing to ”steal”
parameters[Tra+16]
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Measuring and mitigating privacy leakages

1. Deep learning with differential privacy[Aba+16] aims to learn noised data

to limit information embedding in the program

2. Deploying several models trained on subparts of &, or with various

amounts of noise can mitigate
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But wait, there is more!

We saw frailties coming from the learning phase
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But wait, there is more!

We saw frailties coming from the learning phase

We saw frailties coming from the evaluation phase

tal frailties of ML programs

References
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But wait, there is more!

We saw frailties coming from the learning phase
We saw frailties coming from the evaluation phase

But there are other!
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An promising venue - Data intelligence

Deep Learning is impossible without huge corpuses of data
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Data analysis and data cleaning is standard data science practices
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0®0000000000000

An promising venue - Data intelligence

Deep Learning is impossible without huge corpuses of data
Data analysis and data cleaning is standard data science practices

How could we certify datasets? What kind of properties a "good” dataset should
respect?
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How are datasets crafted

High reliance on microworking platforms: Amazon Mechanical Turk, Upwork,
Lionbridge (about 230 000 microworkers in France[Cas+19], creating new forms
of job insecurity[Tub21])
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How are datasets crafted

MNL R10, FashionNIST

fer inport default_loader
ts.utils inport download_url, e

Data collection Partition into human concepts Data consolidation processes before production
(webscraping, sensor aggregation) (expert labelling, microworking)

>
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Frailty in data can take various forms

1. human errors in labelling
2. bias (see previous course) leads to lower accuracy and unacceptable

behaviour on real-world data

3. but it can also be crafted...

33/76



Preliminar Technical frailties of ML programs Societal frailties of ML programs References

Poison crafting - Principle

detected class: Turtle

detected class: Cat

Operational dataset — — detected class: Cat

ground-truth label: Cat
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Dataset poisoning

General framework of dataset poisoning: change a dataset to change a model’s
behaviour in production setting[Gol+21]

It can be seen as a rephrase of adversarial attacks, but focused on the dataset
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Poison crafting - label shuffling

Conceptually simple attack: swap labels between instances

Cons: can be spotted if you look at the dataset with prior knowledge
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Poison crafting - Feature collision

Given a neural network logits fj, let x;, be a base sample of label I, let x; be a

target sample of label [;, and let x a poisoned sample.

Problem of feature collision

min | fiGx) — fix)l + Blx - 3
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Poison crafting - bilevel optimization

Given a neural network fwith parameters 6 let x; be a target sample of label [,

let x a poisoned sample.

Bilevel optimization of poison crafting [HGF20]

min Z(f(x%,0), y*)
X

subject to
0" = argming Z(f(x,0), %)

A neural network with initial parameters 0 will classify x* into y4¢
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Technical implications

Works on any dataset and especially on transfer learning datasets

Very few samples (= 50 on CIFAR-10) to produce results[Sha+18]
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Mitigations on models - Poisoning attacks

« finding outliers in the input space
« identifying poisoned models (trigger detection using a meta-classifier)

+ randomized smoothing

All of those defenses require access to either the training pipeline, or the full

model
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Mitigations on datasets - Poisoning attacks

1. relying on experts for labelling
2. bias detection via careful data pre-analysis

3. debiasing techniques, for instance[Meh+19]

etal frailties of ML programs
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And more issues we do not have time to work on

Manipulation of saliency maps for “explanation”[Dom+19], trojan attacks and
adversarial reprogramming[EGS18]...
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What kind of properties would you like to have on the datasets you use

everyday?
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Deep fakes

From thispersondoesnotexist.com..
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thispersondoesnotexist.com
https://www.youtube.com/watch?v=8dKux8-ZmCI
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Deep fakes

From thispersondoesnotexist.com.. ..to
https://www.youtube.com/watch?v=8dKux8-ZmCI
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thispersondoesnotexist.com
https://www.youtube.com/watch?v=8dKux8-ZmCI

Deep fakes

Deep fakes are data crafted using Generative Models and Adversarial Train-
ing (not to be confused with Adversarial Training as defense against adver-

sarial examples) developed to impersonate someone
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Deep fakes - public opinion manipulation

On modern Web, an idea propagates much faster if it induces an emotional
response[CGP15]
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Deep fakes - public opinion manipulation

On modern Web, an idea propagates much faster if it induces an emotional
response[CGP15]

What if a deep fake showing Putin asking its troops to invade Ukraine would

show up now?
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Deep fakes - private harms

It is possible to synthetize deep fakes to impersonate people with few samples

(<10) using transfer learning.

Possible misuses include "revenge porn”: the act of leaking sexual content

intended to be kept private after a breakup
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Machine learning - opinion manipulation

Recommendation algorithms that drives Facebook feeds are aiming for user

retention, not for fair information representation
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Machine learning - opinion manipulation

Recommendation algorithms that drives Facebook feeds are aiming for user

retention, not for fair information representation

How could a climate change supporter increase its virability on modern social

platforms?
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Machine learning - Biases perpetuation

COMPAS system[Mat+16] perpetuates racial biases in the data
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Programs designed from data are as biased as data is
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Machine learning - Biases perpetuation

COMPAS system[Mat+16] perpetuates racial biases in the data
Programs designed from data are as biased as data is

Data is but a model of the world

49 /76
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Machine Learning - Where is Democracy?

Biometrics recognition[21]:

+ costs public money
« is usually never subject to democratic discussions

« effects are still to be evaluated[com21]
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Who are the "users” of machine learning programs?

Developers and designers give to their client:industries, governments...
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... who will use it on data from citizens or consumers
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Who are the "users” of machine learning programs?

Developers and designers give to their client:industries, governments...
... who will use it on data from citizens or consumers

End-users and targets are different class of people
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Deep learning - How to empower people?

Give tools and processes to take decisions in a rational fashion, with sufficient

information (lvan lllich, La convivialité)

This is not a scientist-only job
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Examples

1. ML to detect deepfakes (arms-race incoming)
2. ML for safety (predictive maintenance in industry)

3. ML for privacy preservation (Fawkes tool)
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Open question

Can you propose some examples or ideas on how machine learning could
be used for social good?
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