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WHY DOING A PHD ON THIS TOPIC ?

Classical programs Deep learning
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Explicit control flow Generated control flow
Explicit specifications Implicit specifications
Abstractions and well Very few abstractions
known concepts and reusability
Needs to be robust Needs to be robust
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STATE OF THE ART (1/2)

Adversarial examples

correct +distort ostrich correct _ +distort otric:h _

* Transferable between programs (Papernot et al.)
* No systematic way to spot them

* Easily synthetized

*  Work in the physical world on image, video, sound

Thesis and post-doc days, DILS, 2019 | Girard-Satabin Julien




TPS ] STATE OF THE ART (2/2)

Ceatech

Vulnerabilities Formally prove robustness
Widely focused on adversarial Exact methods (Katz et al. for
examples (Carlini et al., Madry SMT-based solving, Tjeng et al.
et al., Goodfellow et al.,) for MILP-based solutions)
Research on information Overapproximatio.n methods
leakage (Papernot et al., Tramer ~ (Vechev's team with abstract
et al., Abadi et al.,) interpretation, Wong et al., Tsui-

wei et al., for piecewise linear

overapproximations)
Very few formal properties
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TPS ] STATE OF THE ART (2/2)

Ceatech
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More can be done
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TPS] WHAT HAS BEEN DONE

Ceatech

Robustness study of a new deep neural
network basic block

Bibliography
Scientific comittee (ForMaL spring school)

Reproduction of state of the art results on
adversarial robustness
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TPS ] SCIENTIFIC APPROACH

ceatech

ONNX2SMT : from a neural network to a SMT formula

Constraint-programming approaches

Formalize privacy properties, especially differential privacy on
dataset/algorithm couples
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CONCLUSIONS & PERSPECTIVES

* Extend and enhance existing tools using CP

* Formalize privacy properties to check
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list DISSEMINATION ACTIVITIES

ceatech

Course on formal methods, INRIA TAU

Seminar on exact verification of neural networks, CEA (soon)

Scientific comittee, tutorial and presentation, ForMaL (spring school
funded by DigiCOSME) : https://formal-paris-saclay.fr/

A security study of ODE Nets, Girard, Charpiat, Chihani, Schoenauer
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