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Abstract. The specification and verification of temporal properties is
crucial to assess the safety of monitoring systems. Said systems need to
ensure that certain properties are validated during its full operation time.
The rich pattern-finding capabilities of deep learning are a strong inci-
tation to implement such monitors as neural networks. However, neural
networks verification historically focused on properties related to a single
point in time. In this paper, we present a way to encode Linear Temporal
Logic (LTL) properties in a neural network specification language. We
derive from this encoding an automated translation to existing off-the-
shelf provers. We apply our system to the verification of an industrial
use case: a monitoring system for batch distillation. We were able to
successfully specify and verify most of the properties in a small runtime.

1 Introduction

Machine learning has achieved remarkable success in numerous fields,
which has led to its adoption in safety-critical applications such as au-
tonomous driving[I9], fraud detection[5] and in healthcare[33]. However,
even when neural networks demonstrate exceptional performance they
are error-prone[I6]. This is particularly problematic in safety-critical do-
mains, where an error may result in imminent hazards to the environ-
ment, financial loss, or the harm of human life. The desire to utilize the
capabilities of machine learning in safety-critical domains has therefore
given rise to a growing demand for methods that ensure the safety and
reliability of neural networks. Inspired by methods from traditional soft-
ware verification, this led to the development of a variety of verification
techniques for neural networks in recent years. Given a neural network,
these methods aim to autonomously verify (i.e., to mathematically prove)
that the network fulfills a set of desired correctness properties.

In the last years, most of the research in the field of neural network
verification has focused on the development of efficient and scalable ver-
ification tools. This has led to an exponential improvement in the scale
of networks that can be verified within a reasonable time frame (e.g.,
under an hour) — from networks with just a few hundred thousand pa-
rameters to models with up to 70 million parameters|7]. In the context of
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neural network verification, the most prominent and widely studied cor-
rectness property is adversarial robustness|[16], which requires that small
perturbations to a network’s input must not cause significant changes in
its output. Although robustness is an essential property that any neural
network should satisfy, it is insufficient to ensure safety in many com-
plex, safety-critical domains where neural networks must also adhere to a
well-defined set of safety and regulatory requirements. However, current
specification languages often focus on a single point in time and thus
are insufficient for capturing the temporal behavior inherent in many
real-world applications and their safety requirements.

In this paper, we overcome this gap by presenting a framework to incor-
porate temporal properties in a neural network specification language.
More precisely, we extent the CAISAR[I] specification language to allow
the definition of properties in a temporal specification language combin-
ing Linear Temporal Logic (LTL)|26] and Linear Real Arithmetic (LRA).
For these properties, we derive an automated translation to the VNN-Lib
standard[12] which allows us to verify them using existing off-the-shelf
verification tools. We demonstrate the effectiveness of our approach in
the context of an industrial use case: neural anomaly detectors for the
chemical process of batch distillation.

2 Preliminaries

2.1 Linear Temporal Logic

Temporal properties can be expressed with Linear Temporal Logic (LTL)|[26]:
a logic that extends propositional logic with a set of temporal operators.
We start by introducing the syntax of LTL. Let Var be a finite, nonempty
set of propositional variables. Then

— each variable x € Var is an LTL formula;

— if @ and ¥ are formulas, so are =@, & V¥, XP (next), and ¢UY

(until)

We also add the formulas True, False, NV, & — ¥, and & « ¥ as
syntactic sugar. Furthermore, we can also add the temporal operators
Fo (finally) and G® (globally).
Formulas in linear temporal logic are interpreted over (infinite) sequences
w € (2Var)w of sets over the variables. Intuitively, each position of the
sequence describes the set of variables which are True at this point in
time.
The semantics of LTL is defined by the means of an interpretation J :
(®,w) — 0,1, a function mapping pairs of LTL formulas and infinite
sequences to Boolean values. With ¢ and ¥ being formulas in Linear
Temporal Logic, this function is inductively defined by:

J (z,w) =1 z € woforz € Var,

j(“@ﬂﬂ) =1- j(évw)’
T (@V0w) = T (,w) orT (¥,w),
J (XP,w) =J (P,w][l,00)),A
T @U,w) = max winJ (@ wli,o<), min T (@0, 0))



where wo describes the first position of a sequence w and w [i,00) de-
scribes the sequence w but starting at position i.

Following the syntax this definition can be also extended to the formulas
True, False, ® NV, — ¥, FP := TrueU®, and GP := —F (—P).
Intuitively, the temporal formula X& encodes that the formula @ needs
to hold at the next position in time. Furthermore, the formula ¢U¥
encodes that at some point in the future the formula ¥ needs to hold
and on every point until then the formula @ holds. Moreover, the formulas
F& and G¢& indicate that & needs to hold at some or all points in time,
respectively.

We say w satisfies @ if J (P, w) =1 and call J (@, w) the interpretation
of ® under w.

2.2 Neural Network Verification

Neural networks (NNs) are programs f : X + ) where X € R (resp.
Y € R°) is an input space (resp. output space). We denote by X; the i—th
coordinate of a vector In this paper, we consider neural networks after
training (all parameters are fixed and do not change). NNs can be repre-
sented as ONNX [9] operations, a community-driven standard. In ONNX,
NNs are represented as Directed Acyclic Graphs (DAGs) G = (E, V) that
describe the NN data flow. Vertices v € V' are computation nodes that
takes an input and compute a parametrized operation that produces an
output. Inputs and outputs are represented as multidimensional arrays
with real values; they are often called tensors. There exist 196 operators
in the ONNX standard; we informally introduce here some operators
used in this paper:

— MatMul (X, A), the matrix multiplication Y = AX where X € ]Rd,

Y = RP, A = RP*¢

— Add (X, b), the element-wise addition on a vector X; Y; = X; + b

— ReLU (X), the rectified linear unit Y; = max(0, X;)
The inclusion of NNs in real-world industrial processes sparked interest
on formally specifying and verifying NNs. After the seminal work of [28]
and |20], the community produced various tools such as Marabou|32],
a — 8 — CROWN|31], PyRAT|22] and nnenum|3]. The field structured
around the International Verification of Neural Networks (VNN-COMP)
[7], which proposes various benchmarks for the community to compete
on.

2.3 The CAISAR platform

Historically, most tools focused on solving a class of problems known
as local robustness|8]: given a small perturbation on the input, the out-
put should not change. Hence, specification languages for provers were
mostly designed to accommodate those properties. VNN-Lib, the de facto
standard, is a fragment of the SMTLIB [4] Quantifier-Free Linear Real
Arithmetic (QF _LRA). It has been shown that such specification lan-
guage is lacking expressiveness [10] [1] to express more complex proper-
ties (for instance, properties related to multiple execution traces [6] or
global robustness [2]).



CAISAR [I] is an attempt (among others, like Vehicle [II]) to circum-
vent this expressiveness bottleneck. CAISAR provides both a higher-level
specification language, inspired by WhyML [13], and a compiler that
rewrites a WhyML specification into a set of VNN-Lib queries. Such
queries can then be sent to all VNN-Lib compliant provers. As to ease
the verification process, CAISAR can automatically call provers, collect
their results and check the satisfiability of the original WhyML specifica-
tion. CAISAR supports 9 provers, among which are the top contenders
of the VNN-COMP.
CAISAR language and compilation process are described in details in [I].
Following is a short summary of features relevant to this contribution:
— strongly typed language a la OCaml;
— built-in types and functions for vectors and neural networks compu-
tations;
— integration of a subset of WhyML specification directly within the
neural network.

3 Formalization of the specification language
extension

We rely on the existing specification language of CAISAR, defined com-
prehensively in [I], which provides a typed first-order logic with pattern-
matching. In this section, we will briefly summarize our extension to
incorporate the temporal operators of Linear Temporal logic. Similar to
the work by Geatti et al. [I4], the specification language of our extension
is structured around the idea of a term. Let Var be a set of real-valued
variables, ¢ € R be a real-valued constant, and ¢1, ¢t be two terms. Then

t:=x € Var|clc* t1]t1 + t2| O x

is a term in our specification language. Compared to Linear Real Arith-
metic, the new addition is the dash.ox operator. Based on this definition,
we define a formula in our specification language as follows: Let ¢1, t2 be
terms and 1, @2 be formulas. Then

p =11 < ta2|p1]e1 V 2| X1 Ups

is a formula in our specification language. We also add the term ¢; — t2
and the formulas True, False, p1 A @2, o1 — @2, p1 <> @2, Fo1, G,
and t; otz with o € {<,>,>,=} as syntactic sugar.

After defining the syntax, we will define the semantics of our specification
language next. Similar to Linear Temporal Logic, our specifications are
interpreted over sequences, but over finite sequences of sets of real val-
ues. Intuitively, one of these sets represents the sensor values at a specific
point in time. The length of the sequence is denoted by T'. The semantics
of our specification language is defined by means of an interpretation Js.
It can be seen as a specialization of the previously defined interpretation
function 7. In the context of our specification language, an interpretation
is a function J; : (¢, m,t) — 0,1 mapping sets of formulas ¢, multivari-
ate input sequences (represented as a matrix m), and time points ¢ to



Boolean values. This function is inductively defined following the usual
definitions for Boolean connectives, and arithmetic functions and rela-
tions. The function dash.ox will refer to the value of a variable at the
following position of a sequence, i.e., Js (dash.ox,m,t) = m[t +1,is],
where i, refers to the column containing the values of the variable .
We define now the semantics of the temporal operators X and U, as well
as F and G.

3.1 Next

The Next operator (noted X¢) checks that the formula ¢ is true at the
next time-step. Evaluating the Next operator at the last position of a
sequence will return False. Formally, we define

TIs (Xp,m,t)=t+1€ [L.TINTs (o, m,t+1)

3.2  Until

Given two the formula 1 and @2, the Until operator (noted ¢1Ueps)
checks that there exist at least one time-step such that @2 holds and
that until then, ¢1 holds. Formally, we define

‘-75 (SOlUSD27m7 t) = 3.7 € [tT] "-75 (3027m7])/\Vk € [t] - 1] 'JS (801,m, k)

3.3 Finally

The Finally operator (noted F¢) checks that the formula ¢ is valid at a
time-step t or for at least one time-step after ¢. Formally, we define

Js (Fo,m,t) =35 € t.T].Ts (¢, m, §)

3.4 Globally

The Globally operator (noted G¢) checks that the formula ¢ is valid for
all time-steps after ¢ (including ¢). Formally, we define

TIs (G, m,t) =Vk € [t.T].Ts (g, m, k)

3.5 Formalization in CAISAR

Given an input vector X € R’ and a finite number of time-steps T,
it is possible to encode the full sequence as a matrix m € RT*¥. Each
row represents a time-step, each column being an input feature. The
application of an operator for a formula consists then on applying the
interpretation function Js; on the proper matrix coordinates. See [1] for
an illustrative figure.

This formalization can be expressed in the CAISAR specification lan-
guage [I] in two steps. First, as CAISAR lacks a way to represent matri-
ces, we add this as a Matrix theory. In CAISAR terminology, a theory
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Fig. 1: Representation of a time-series input as coordinates of matrix m. Rows describe
a given time-step ¢;, column represent a feature value z;. Coordinate m (i, 7) reads as
value of feature j at time-step i.

1 theory Matrix

2 use Vector

3 use int.Int

4

5 (# Flat representation. [r] is the number of rows, [c] the number of columns %)
6 type t a = {d: vector «; r: int; c: int}

7

8 (# True if the matrix has [r] rows and [c] columns #*)

9 predicate has_shape (m: t «) (r: int) (c: int) =

10 m.r = r A m.c = ¢

11

12 (» True 1f the provided index [t] is between 0 and the number of rows x)
13 predicate valid_row (m: t «) (t: int) =

14 0 <t A t<mr

16 (# True 1if the provided index [f] is between 0 and the number of columns %)
17 predicate valid_column (m: t «) (f: int) =

18 0 < fA £ <mc

19

20 predicate valid_coordinate (m: t o) (t: int) (f: int) =

21 valid_row m t A valid_column m f

22

23 (* [get m t f] returns the value located at row [t] and column [f] in matrix [m] =)
24 function get (m: t «) (t: int) (f: int) : o =

25 let coord = (t * m.c) + f in

26 m.d[coord]

27

28 end

Fig.2: A minimal Matrix theory in CAISAR.
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is akin to a library defining symbols, predicates, lemmas and functions
to be reused in other contexts. The Matrix theory derives from the ex-
isting Vector theory. Likewise, it supports function polymorphism on
real and floating point values. See [2] for an extract of the Matrix theory
specification.

Second, we define the LTL operators introduced earlier using this Matrix
theory. The definitions are available in

function global_m

(p: Matrix.t a— int — bool)
(m: Matrix.t )

(t: int)

: bool =

valid_row m t A forall j: index. t < j < m.r — pm t

function finally m

(p: Matrix.t a« — int — bool)
(m: Matrix.t «)

(t: int)

: bool =

valid_row m t A (exists j: index. t < jJ < m.r A p m j)

function next_m

(p: Matrix.t a@ — int — bool)
(m: Matrix.t )

(t: int)

: bool =

valid_row m t A (valid row m (t + 1) A pm (t + 1))

function until_m

(p:
(q:
(m:
(t:

Matrix.t a — int — bool)
Matrix.t a — int — bool)
Matrix.t «)

int)

: bool =
valid_row m i A (

exists j: index. t < j < m.r Agm J A

forall k: index. (t < k < j) — pmk

Fig. 3: Formalization of LTL operators in CAISAR. Value t represents a time-step.

3.6 Automated rewrite via CAISAR

Since the shape of matrices is finite and know statically, it is possible
to derive a formula directly in VNN-Lib to enable verification. All ex-
istential quantifications over matrix components are straightforwardly
interpreted as a quantification over each individual element. Thus, a
formula in our language can be translated to an equisatisfiable of a first-
order logic formula with linear arithmetic operations (akin to QF_LRA in
SMTLIB.)

Existing limitations from CAISAR apply; namely, formulas with alter-
nating quantifiers are not supported. There is no support for broadcast-
ing or shape inference for matrices. Finally, if it is possible to write a



specification with operations between matrices, they will not be trans-
lated directly as VNN-Lib. This would require additional modifications
of CAISAR internals, which was out-of-scope for this work.

4 Use-case presentation

4.1 Batch distillation

In this paper, we demonstrate the effectiveness of our approach in the
context of anomaly detection in a chemical process called batch distilla-
tion. Distillation is the most widely used separation process in the chem-
ical industry with applications, for instance, in petroleum refinement or
the pharmaceutical industry. Simplified, it describes the processes of sep-
arating a liquid mixture into multiple, possibly unknown chemical com-
ponents. In a so-called distillation column the mixture is heated up until
it starts to vaporize. The resulting vapor rises up through the rectifying
column, until it is condensated in the condenser at the top of the col-
umn. Batch distillation processes often run only for a certain time frame
in a lab-scale distillation plant and are in general used for small-scale
production units with high product-quality requirements.

Detecting anomalies in chemical precesses is a crucial task to ensure
the safety of chemical plants and their operators. When an anomaly is
missed, this can cause severe environmental damage or endanger human
lives as unexpected behavior can lead to fatal incidents such as the ex-
plosion of a plant. When developing machine learning solutions to assist
human operators by automatically detecting anomalies in a process, it
needs to be ensured that these neural anomaly detectors are safe and
reliable.

4.2 Implementation as a Neural Network

In this section, we introduce the neural network we trained to detect
anomalies in a batch distillation process. The network was trained on
a subset of the publically available NoBOOM dataset[29] that contains
both fault-free and anomalous data from real operating distillation plantsﬂ
Our work does not aim at state-of-the-art performance and rather aim to
demonstrate the feasibility of verification. As such, to keep training time
low, we focus on only a single operating point of the ternary 1-butanol,
2-propanol, and water system.

In order to ensure that the network can be verified by many available
verification tools, we rely on a simple, fully connected network with ReL.U
activation function instead of widely used anomaly detectors such as
long short term memory networks (LSTMs)[24] or generative adversarial
networks|[I5]. The network expects a multivariate time-series of fixed
length as input and predicts whether it is anomalous or not. For our

! The full dataset is available https://www.kaggle.com/datasets/faebs94/
noboom-anomaly-detection-in-chemical-processes.
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experiments, we restrict the network to four input features and time-
series of length five. These features are the level of liquid in the so-called
sump at the bottom of the distillation column, two temperature sensors
at the bottom and top of the distillation column, and the pressure in
the column. The input layer is followed by two hidden layers of size 128
and an output layer of size 2. The first output yo describes the score for
the input to be a normal operation while the second output y; describes
the score for anomaly. Hence, if yo < y1, then our network detects an
anomaly.

4.3 Properties

Lutz et al.[23] proposed an extensive set of correctness properties for
anomaly detection in distillation processes. These properties describe
necessary conditions for the formal correctness of neural anomaly detec-
tors in the form of chemical and physical laws that must hold during
normal operation of a chemical plant. Whenever such a law is violated,
an anomaly must be detected. Formally, these correctness properties are
given by formulas

-Gy — f(z) =1 (1)
=F (¢) = f(z) =1, (2)

where 1 represents a formula describing a chemical or physical law and
f (z) = 1 indicates that the neural network f predicts an anomaly.

In the following, we describe the set of properties we consider in our
evaluation. They present a subset of properties introduced by Lutz et
al. restricted to our use case of batch distillation and the features used
in the training of our neural network. All properties assume time series
containing the sensor readings of 4 features for 5 time-steps as input and
a neural network f : R? +— R? described as above. Note that in the
implementation of the properties within CAISAR the thresholds below
are normalized following the same normalization process used during the
training of the network.

Property 1 The first property describes the physical law that the
pressure in the plant can never be zero or below. Therefore, whenever
the input to the neural network contains a value below or equal to zero,
an anomaly should be predicted, as indicated by the output y; being
larger than yo. Formally, this can be expressed as

Y1 = F (-Tpressure < 0) — Yo < Y1, (3)
where ZTpressure refers to the sensor readings of the pressure sensor. El

displays how this property is implemented in CAISAR.

Property ¢ Similar to the first property, the values of the pressure
sensor are also upper bounded during normal operation. In particular,
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goal phi_1:

let
let
let

rows = 5 in
columns = 4 in
pos_pres = 3 in

(# Normalized value, unnormalized value is 0.0 %)

let

pressure_threshold = (-1.64816650148662002806076998240314424037933349609375:Float64.t) in

forall v: vector Floaté4.t. has_length v (rows x columns) —

let

m= {d =v; r = rows; c = columns} in

matrix_valid_input_various_bounds m lbounds ubounds —

let

out = (nn @@ m.d) in

final_m (matrix_column_bound_upper pos_pres pressure_threshold) m 0
— out[0] .< out[l]

Fig. 4: Encoding of property ¢1 (defined in in CAISAR

any sensor readings above 1013.25 mbar are considered abnormal. For-
mally, this can be expressed as

p2 = F (Zpressure > 1013.25) — yo < y1.

Properties 3 and ¢4 Our network contains two input features
that correspond to temperature sensors in the distillation plant. Dur-
ing operation of the plant the temperature in the plant should be kept
in between the normal operation conditions. Any deviation, either to
high or to low, indicates an anomaly. For the two temperature sensors
Ztemperature; @A Ttemperature, this can be formalized as

Y3 = F (xtemperaturel <0V mtemperaturel > 600) — Yo < Y1, and

Y4 = F (mtemperaturez <0V Ttemperaturey > 600) — Yo < Y1.

Property 5 The two temperature sensors are placed along the dis-
tillation column such that Ttemperature, is placed at the bottom of the
column and Ztemperature, is placed at the top near the condenser. With
a heating element near the bottom of the distillation column and the
uprising vapor being cooled down at the condenser, a simple physical
law states that the temperature must decrease from bottom to the top
of the distillation column. Formally, this is expressed by the formula

Y5 = F (-Ttemperaturel < mtemperaturez) — Yo < Y1.

Property g At the bottom of the distillation column is the so-
called sump, a larger vessel that is connected to a heating element and
in which the liquid mixture is filled in the beginning of the distillation



process. The level of the mixture is measured by a binary sensor Zsump,
where 1 indicates that there is still liquid in the vessel and 0 indicates
an empty sump. To ensure that the temperature in the plant will not
rapidly increase causing it to melt or explode, the sump must always
contain some amount of liquid mixture. This is formalized as

Y = F(xsump = 0) — Yo < Yi.

5 Related works

5.1 Temporal properties for neural network

Our contribution can be related to the verification of reactive systems
with neural networks components. There already exist a heavy corpus of
work regarding verification of reactive systems [27], with various specifi-
cation languages such as Lustre [I7]. Our extension of CAISAR is much
more modest, as it does not aim to reason on infinite sequences. Develop-
ing our extension instead of relying on Lustre was motivated by CAISAR
ease of installation and the presence of primitives for machine learning
specifications which, to the best of our knowledge, are not directly avail-
able in Lustre. The overall small-scale of both specifications and inputs
allowed us to focus on expressiveness. Furthermore, we are not inter-
ested into generating counter-examples, which is one of the interests of
synchronous model-checking. There exist approaches where LTL specifi-
cations are mined using graph neural networks [25], or LTL policies are
synthetised through reinforcement learning [30] [2I]. Here, the specifica-
tion is known beforehand, which only requires its efficient encoding as
input and output constraints - which CAISAR provides.

Our approach can be related to [I8]. In this work, authors provide elabo-
rate bound propagation algorithms and Mixed-Integer Linear Program-
ming (MILP) for the verification of synchronous systems with reinforce-
ment learning agents, accounting for uncertainties in the system. Our
narrower scope (bounded-time LTL, no uncertainty) does not require us
to use dedicated algorithms. Furthermore, we do not wish to develop new
proving techniques as they do, but to reuse state-of-the-art provers.

6 Experimental results

Experiments were conducted with CAISAR 5.0 available through the
Opam package manager. They were conducted on a laptop Precision
3591, with a Intel Core Ultra 9 185H CPU, 64GB of RAM and running
NixOS 26.05. Solver Marabou 2.0 [32] was used for all experiments; other
provers versions were those provided by CAISAR. We launched the veri-
fication for all properties at once in a theory containing the Matrix and
operators definitions, as well as the properties defined in [£-3] The speci-
fications were using IEEE-Float values (as CAISAR 5.0 only supports
specifications written with this type). See|l| for the detailed results.



Marabou|32] | PyRAT[22]|a — 8 — CROWN|31]|nnenum|3]
6.989s ® 65.34s 54.25s

Table 1: Results of the experimental study. Timeout was set at 120s for all provers.
denotes a timeout. All provers returned Invalid when they did not timed out.

7 Conclusion and perspectives

We presented a formalization of a bounded-LTL specification language
applied to real values. This specification language was implemented as
an extension within the CAISAR platform for the verification of Al sys-
tems. Its automated compilation to state-of-the-art solvers allowed us to
formally verify properties on a batch-distillation industrial system.

We note that scalability is an open question. Indeed, the best-performing
solver is Marabou, which is not best-ranking at the VNN-COMP. We
note that a — § — CROWN, PyRAT and nnenum, while performing well
on the competition (respectively first, second and fourth in the 2025
edition), either timeout or take much longer to verify the properties. It
may either show the limitation of our approach and require dedicated
tooling for reactive systems specification and verification.
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